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ABSTRACT  

Alphanumeric passwords are widely used in computer and network authentication to protect user’s privacy. 

However, it is well known that long, text based passwords are hard for people to remember, while shorter ones are 

susceptible to attack. Graphical password is a promising solution to this problem. According to human psychology, human 

can easily remember pictures. Further, a colored graphical password scheme is suggested which is inexpensive compared 

to biometrics and addresses some of the challenges of text-based passwords.  

In this paper, the proposed scheme of authentication resistant to peeping attack starts with identifying triangle 

formed by clicking on the cells containing colors red, green, blue & red of the interface respectively. An analysis of 

security and usability aspects of the proposed scheme is presented. 
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INTRODUCTION  

Security system plays an important role in the control of people in or out of protected areas, such as physical 

buildings, information systems, and our national borders. In order to that computer systems and the information associated to 

them should also be protected. Computer security systems should consider the human factors such as ease of a use and 

accessibility, in this context, Current secure systems suffer because they mostly ignore the importance of human factors in 

security. An ideal security system considers all four items such as security, reliability, usability, and human factors.  

Traditionally, alphanumeric passwords have been used for authentication, but they are known to have security and 

usability problems. Today other methods, including graphical passwords, are possible alternatives [1], [2].  

Graphical password has a lot of benefits when compared to alphanumeric passwords. It is more safe and easy to 

remember. Graphical passwords (GP) use pictures instead of textual passwords and are partially motivated by the fact that 

humans can remember pictures more easily than a string of characters [3]. Human beings have the ability to remember faces 

of people, places they visit and things they have seen for a longer duration. Thus, graphical passwords provide a means for 

making more user-friendly passwords while increasing the level of security.  

If a password is not frequently used it will be even more susceptible to forgetting. To resist brute force search and 

dictionary attacks, users are required to use long and random passwords. Unfortunately, such passwords are hard to 

remember [4]. Besides these advantages, the most common problem with graphical passwords is the shoulder surfing 
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problem: an onlooker can steal user’s graphical password by watching in the user’s area. Many researchers have attempted 

to solve this problem by providing different techniques [6]. 

Graphical passwords serve the same purpose as textual passwords differing in consisting of handwritten designs 

(drawing), possibly in addition to text. If the number of possible pictures is sufficiently large, the possible password space of 

a graphical password scheme may exceed that of text based schemes and thus presumably offer better resistance to 

dictionary attacks. Because of these advantages, there is a growing interest in graphical password. In addition, the possible 

password space of a graphical password scheme may exceed that of text based schemes and thus most probably offer higher 

level of security. It is also difficult to devise automated attacks for graphical passwords. As a result, graphical password 

schemes provide a way of making more human-friendly passwords while increasing the level of security. Due to these 

advantages, there is a growing interest in graphical password. However, existing graphical passwords are far from perfect. 

Typically, system requirements and cost of communication for graphical passwords are significantly higher than text-based 

passwords. 

RELATED WORK 

Textual alpha-numeric passwords were first introduced in the 1960s as a solution to security issues that became 

evident as the first multi-user operating systems were being developed. 

Abdullah et al [10] further note that colored pictures are able to produce or generate many clickable points 

compared to pictures that are presented in black and white. Color increases the usability of graphical passwords. According 

to studies conducted by Abdullah et al, a total of 89% of the respondents chose the picture in color mode. 

Blonder [5] designed a graphical password scheme in which a password is created by having the user click on 

several locations on an image. During authentication, a user must click on the approximate areas of those locations. The 

image can assist users to recall their passwords and therefore this method is considered more convenient than textual 

passwords.  

The “Pass Point” system extended Blonder’s idea by eliminating the predefined boundaries and allowing arbitrary 

images to be used [7, 8, 9]. As a result, a user can click on any place on an image (as opposed to some pre-defined areas) to 

create a password. A tolerance around each chosen pixel is calculated. In order to be authenticated, the user must click 

within the tolerance of the chosen pixels. 

A complete review of graphical passwords is available elsewhere [11]. Of interest herein are cued-recall            

click-based graphical passwords (also known as locimetric [12]). In such systems, users identify and target previously 

selected locations within one or more images. The images act as memory cues [13] to aid recall. Example systems include 

Pass Points [14] and Cued Click-Points (CCP) [15]. 

In Pass Points, a password consists of a sequence of five click-points on a given image. Users may select any pixels 

in the image as click-points for their password. To log in, they repeat the sequence of clicks in the correct order, within a 

system-defined tolerance square of the original click-points. The usability and security of this scheme was evaluated by the 

original authors [18, 19] and subsequently by others [1, 16, 17]. It was found that although relatively usable, security 

concerns remain. The primary security problem is hotspots: different users tend to select similar click-points as part of their 

passwords. Attackers who gain knowledge of these hotspots through harvesting sample passwords or through automated 
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image processing techniques can build attack dictionaries and more successfully guess PassPoints passwords [17].  

T. S. Ravi Kiran and Y. Rama Krihna [22] suggest a hybrid user authentication approach combining CAPTCHA 

(Completely Automated Public Turing tests to tell Computers and Humans Apart) and graphical passwords to provide 

increased security. 

T. Srinivasa Ravi Kiran, Dr. K. V. Samabasiva Rao, M.Kameswara Rao [24] proposed schema starts with 

identifying quadruplets formed from the user password starting with the first character and sliding to the right one character 

at a time wrapping around if necessary until the last character in the password appears as the first character in a quadruplet. 

T. Srinivasa Ravi Kiran, Dr. K. V. Samabasiva Rao, Dr. M. Kameswara Rao, A. Srisaila [24] proposed scheme we 

use 5 x 5 grid formed using 25 blocks. Each block consists of a symbol. The symbol contains a set of four characters.        

The characters may numbers between 0 to 9, A to Z (Uppercase), a to z (Lowercase), Spaces and some special characters 

totally 95 character and 5 blank spaces are represented as shown in the Figure 1. Passwords are input by typing or by mouse 

clicks. 

Huanyu Zhao and Xiaolin Li proposed S3PAS System. To login, the user must find all his/her original pass 

characters in the login image and then make some clicks inside the invisible triangles which are called “pass-triangles” 

created by 3 original pass-characters following a certain click-rule. 

PROPOSED SCHEMA 

In the proposed scheme, we use a 14 x 14 grid formed using the cell colors red, green & blue respectively. 167 

printable character set added with two spaces as shown in Figure 4.  

 
Figure 1: Proposed Schema 

The proposed scheme starts with identifying triangle formed by clicking on the cells containing colors red, green, 

blue & red respectively. If the triangle is not formed that combination can be ignored. The selection of specified triangle 

takes the user to the next level. 
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Passwords are input by typing four characters or by mouse clicks. For example, if the password selected at 

registration time is “Q b @ 3” then the possible triangles formed by clicking on the cells red, green, blue and red 

respectively are “Qb@Q”,”b@3b” ,“@3Q@”,”3Qb3” . At least one combination considered from the password definitely 

form the triangle and the first character and last character is same.  

If the combination of characters is such that a triangle cannot be formed, that combination can be ignored. For 

instance, if the combination selected is such that the first character is not also the last character, a triangle cannot be formed 

to arrive at the sequence Red, Green, Blue and Red as Red is required both at the beginning and the end. All cells that are 

even touched by any side of the triangle are also considered valid along with the cells that lie entirely within the region 

inside the triangle itself. 

 

Figure 2: Triangle Formed by Clicking on the Cells “Qb@Q” Containing the Color Red,  
Green, Blue and Red Respectively for First Login Attempt 

 
The user chooses the combinations in the same order cyclically per each login attempt. For example at first login 

the user chooses the combination “Qb@Q”, for second login the user chooses the combination ”b@3b”, for third login the 

user chooses the combination “@3Q@”, for fourth login the user chooses the combination “3Qb3”, again for fifth login the 

user chooses the combination “Qb@Q” and so on. 
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Figure 3: Triangle Formed by Clicking on the Cells “b@3b” Containing the Color Red,  
Green, Blue and Red Respectively for Second Login Attempt 
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Figure 4: Triangle Formed by Clicking on the Cells “@3Q@” Containing the Color Red,  
Green, Blue and Red Respectively for Third Login Attempt 

 

 

Figure 5: Triangle Formed by Clicking on the Cells “3Qb3” Containing the Color Red,  
Green, Blue and Red Respectively for Fourth Login Attempt  
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Figure 6: Triangle Formed by Clicking on the Cells “Qb@Q” Containing the Color Red, 
Green, Blue and Red Respectively for Fifth Login Attempt 

Rule 1: If the first character is not same as the last character then it is not possible to form the triangle in such case 

the combination can be ignored. Choose another combination of password such a way that the triangle is formed. 

 E.g. If user clicks on the cells containing the characters “Qb@3” containing the color red, green , blue and red 

respectively, the first character “Q” is not same as the last character “3” then it is not possible to form the triangle in such 

case the combination is ignored. Choose another combination of password such a way that the triangle is formed. 

 

Figure 7: Shape Formed by Clicking on the Cells “Qb@3” Containing the Color Red, Green, 
 Blue and Red Respectively. Login Failed  
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Rule 2: If two characters in the password are same and other characters are distinct then form a triangle by clicking 

on the cells containing the colors red, green, blue and red respectively, then the login attempt is successful. 

E.g. If user clicks on the cells containing the characters “3bQ3” containing the color red, green, blue and red 

respectively, then the login attempt is successful. 

 

Figure 8: Triangle Formed by Clicking on the Cells “3bQ3” Containing the Color Red, Green, 
 Blue and Red Respectively for First Login Attempt 

Rule 3: If three characters in the password are same and other character is distinct then form a triangle by clicking 

on the cells containing the colors red, green, blue and red respectively, the user would click on any of the cells inside the 

triangle. 

E.g. If user clicks on the cells containing the characters “bb@b” containing the color red, green, blue and red 

respectively, then the login attempt is successful. 

 

Figure 9: Triangle Formed by Clicking on the Cells “bb@b” Containing the Color Red,  
Green, Blue and Red Respectively for Login Attempt 
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Rule 4: If four characters in the password are same then form a triangle by clicking on the cells containing the 

colors red, green, blue and red respectively, the user would click on any of the cells inside the triangle. 

E.g. If user clicks on the cells containing the characters “@@@@” containing the color red, green , blue and red 

respectively, the user would click on specified cells inside the triangle. 

 

Figure 10: Triangle Formed by Clicking on the Cells “@@@@” Containing the Color Red, 
Green, Blue and Red Respectively for Login Attempt 

USABILITY STUDY & SECURITY ANALYSIS 

We conducted case study in lab with 32 participants out of which 15 were male and 17 were female. All the 

participants were post graduate students with their ages ranging from 22 to 25 years. A learning phase was conducted for 

practicing proposed graphical password scheme. They are given training initially explaining the concept of how to identify 

their password based on the rules proposed through the interface. 

The result was encouraging that novice users were able to identify the triangle e formed by clicking on the cells 

containing the color red, green , blue and red respectively. It took about 35 seconds on average to log in. Peeping attack is 

the attack where an attacker gets the secret information through direct observation when the user is entering his or her 

password. Alphanumeric systems are susceptible to peeping attack. In these attacks, typically the attacker gets a chance to 

observe the password entry for a short duration of time. As alphanumeric passwords are typically small, the attacker may see 

the secret by looking just for a while. On the other hand, peeping attack is not feasible against our proposed scheme as the 

user types or clicks on non password characters 

CONCLUSIONS & FUTURE WORK 

We proposed a scalable shoulder-surfing resistant password authentication system. The outputs of proposed schema 

demonstrates desirable features of a secure authentication system being immune to shoulder-surfing, hidden-camera, and spy 

ware attacks. 
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Figure 11: Shape Formed By Clicking on the Cells “Qb@3” Containing the Color Red, Green, 
 Blue and Red Respectively for Login Attempt 

 

Figure 12: Triangle Formed by Clicking on the Cells “Qb@Q” Containing the Color Red, 
Green, Blue and Red Respectively for First Login Attempt 

 

Figure 13: Triangle Formed by Clicking on the Cells “Qb@Q” Containing the Color Red, Green, Blue and Red 
Respectively for First Login Attempt Repeated Successively. Login Failed 
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Figure 14: Triangle Formed by Clicking on the Cells “b@3b” Containing the Color Red, Green, 
 Blue and Red Respectively for Second Login Attempt 

 

 

Figure 15: Triangle Formed by Clicking on the Cells “@3Q@” Containing the Color Red, Green, 
Blue and Red Respectively for Third Login Attempt 

 

 

Figure 16: Triangle Formed by Clicking on the Cells “3Qb3” Containing the Color Red, Green, 
Blue and Red Respectively for Fourth Login Attempt 
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Figure 17: Triangle Formed by Clicking on the Cells “Qb@b” Containing the Color Red, Green, 
 Blue and Red Respectively for Login Attempt 

 

 

Figure 18: Triangle Formed by Clicking on the Cells “3@b3” Containing the Green, 
Blue, Red, and Green Respectively for Login Attempt. Incorrect Color Format 

The scheme provides a potential solution for the current problems faced by the other graphical password schemes. 

The proposed scheme provides larger password space than traditional text based passwords. The extension of the proposed 

schemes is to identify the hexagon formed by clicking on the cells containing the color red, green , blue, red, green, blue and 

red respectively on the interface as future work. 
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